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Message

The Vigiignce Oepartmast of THOG has compéied important Circulars
is5ued by the Central Vigitanee Compmission regarding Ethics, Putilic
fnterest Misclosure Protection of informer resofution(PIDPT) and o
medering These citpulars havs beas put together it a Bookiet form. It is
hoped that thes Bookiat will be usshul for the executives 3t il lavais ol the
Carportion.

On th secasion of Viglance Marenese Week-2008, | congratudate the:
Vigitanoe Department of THOC tar coming oul With this informaltie bookiat
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PREFACE

Evolving and sftsctively bmplemanting  pravntive technigues, whish
micludas tramsparmncy. accounabilty, obiElvity and tmely response In
dealing with public saminstration, am halmark of vighance admimsiriton
Dn the occasion ol Vigiance Awarensss Waek wilich 13 being celabralet
trom Acd Noverrber 1o i Novembae 2009, 2 Bookbet hag bega prapared by
tha Vigiluncs Department t sduckte the execullyes abott vanous foets of
e-guvernence and Pubine interest Distlosure Protecton of intomer(PIOPT)
regaliion passad by the Sovermman of India. Ao, circuldr issued by e
Central Vigiance Commizskon on Ethics is Includad b s Booklet

I |s requesied inat &l concernbd may appraisn Ihemselves wilh Ihess
impartant facels and assockie themsebes with the viglance actvities in

lighting the menace of comuption,
\ L WY
l"l._'.l:!:':-’?f =
(Virendra Kumar)
Fince ; Cahradun Chigt Vigilinos Cfficer
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No. 007/VEL/OTD
Governmen! of India
Central Vighance Comimission
Satarkia Brawan. Block-A,
GPO Compilex, INA,

Hiw Delfi-110023
Datod: 20ih Dctotier 2007

Circular No. 38/10/07
Subject:-Corporale Governance and Ethics - Challenges and
Imperatives. a nole by Smi. Ranjana Kumar Vigilance
Commissioner.
amt. Ranjana Kurmar, Viglance Commissioner, has preparad a note on
“Corporate Govemance ana Emics - Chaflenges and Imperabives” which
dials with vanious \ssues relaling to principiss of Cofporale Bovernance
The mnote |5 availabie on the Commission's websie |.e
np//www.eveonicin in downlpadabie form. The CVDe may Kindy
incorporate the note'contants of thi note In thelr organizations’ vigiarics
jourmalmewsietier (o be published, released on the occasion of the
Viplance Awarpnoss Wesk 1o be chserved from 1214172007
16/11/2007 tor informmtion of all employess in thak organizations

—=

=
(Rajiv Verma)
Uinder Secretary
Enct:-Note ot Smi, Ranjana Kumar, Vighiance Commissionar
All Chigf Vigilance Dfficers




Corporate Governance 8 Ethics — Challenges
& Imperatives

1. A comporation i 8 cohgregation of vanous siakahalders,
namely, customers, employess, investons, vardot partners.
govemment and soclety. A corporation should be fair and
transparent to s stakeholders In all ke transactions. This
has become imperative in loday’s giobalized business world
whire corporations need lo access global pools of capital,
need to attracl and retain the best human capital from
vatioue parts of the world, need (o pariner with vendors on
mega collaboralions and n2ed ia live In hamony with the
community. Unless a corporation emhraces and
damonsirates sthical conduct, Iwill mol be able o succeed.

2 Whal s "Corporate Governance

i is Kpown fact thal vitel needs ol success of any
grganizalion lingers on its abifity to motilize and utitize-all
kinds of resources 1o meet the objectives ciearly set as parl
of tha planning process. Managing wall depends on intermal
and extemal factors, the ialter includae availability, cost
sffeciivenass: technological advancemsnt, moreasingly,
revelations of deterioration mquality snd transparency, lave
called for adoption of Intemationally accapled Best
Practives” The acceptance of the concept gave fise of
‘Corporate Governance’. "Corporate Governance
efcompassas commitmant to values and to ethical business
conduct o maximize shansholder values on a3 sustainable
basls, whils ensuring lairness 1o all siakeholders including
cusiomers, smployess, and Investors, vendors,
Govemmenl and sociely at large. Corporate Govermanas is
ihe system by which companies sre directed and managed.
It influences hew the objectives of the company are sol and
artigved. how risk & monlored end assessed and how
performancs is optimized. Sound Corporate Govermance I8
Iharafore critical bo enhance and ratan invesions: irust




3 Corparate governance is abaul elhical conduet In businass.
Ethics is concarned with the coda of valuss and pringiples
thal enables a person 1o choosa balwean right and wiong,
and thamfore, selecl from altemalive courses of agtion.
Further, ethical dilemmas arisa from confiicting imerests of
the paries involved. [n this regard. managers make
dacisions: based on & sel ol principles IMfuanced by the
values, context and culture of the organzation, Ethical
leadarship is good for buginess as ihe organization is seen to
conduct Its business in line with the expeciations of all
stakeholdars. What conslilutes pood Comporats Governance
will evolve with the changing circumstances of 8 company
and must be tallored to mest these cdrcumstances There s
nnmmmasmwmrmmmnu

4 | dofesl it is necessary to trace the evolution of the concept
for beller comprehenslon. Economic and Commercial
sctivities the world over grew marilfold after the Bretion
Woods and Tormation of Word Bank and the International
Manetary Fund. Cross border tredes and exchange rate
machanisms resulled in specilization within finenciat
markst. Several players in tha figld, Inlemational commarce
and settfemants grew matifold giving rise to standards and
tenchmarks. 130 8000 and International best accounting
practices ara the culmination of the experence o the
stakehaldars in differen) flinlds of sconomics and commerncs,
the policymakars included.

5 Aslsesil, Corporate Govarnance is nathing bul the moral o
athical or valus fremework under which corporale decisions
are taken. It is quite possibile that in (he effort at amving the
begl possible financial results or tosmess msulls thawe
couldd be attempds &l doing things which are verging an the
lkegal or even llzgal There is aiso the possibillly of grey
araas where an act |5 not kegal bul considered unathical.
Trasa raise momal issues

B In fact the vary definilion of corporate govermanca stems




frowm Its organic link with the entire gamul of activities kaving
a direct or indirect influence on the financial health of
corporate entities. The Cedbury Report (1992) simply
describes Corporata Governante as 'the system by which
companies are directed and controlied’. Sc far as corparale
govemance is concemad, It is financial Integrity that
assumes iremendous Importance. This would mean that ihe
directors and all concemsd should be open and
straightfforthright sbout Issues where there is conliict of
interest involved In financial decision making. When it
comes lo éven tha purchase/procurement procedures, there
s niead for greater iransparancy,

The Corparate system and diverse ownership did contribute
in & substantial measure to prospenty, empioymant potential
and living standards of the subjects across the globe.
Notwithstanding the contributions, the fallures too caused
cangems among the regulators. Existing laws, rufes and
controls did not adeguatety address the issues related lo the
faflures caused by deficiant or intenlional fraudulent
managemants. In USA, the Sarbanes-Ouxley Act 2002 was
passad o addtess the Issues associated wilh corporate
tallures, achieve quality governance and restoring 'investor
confidence

The Sacurities and Exchange Commission of USA initiated
action against multinational accounting firms for fallure 1o
detect blatamt wiolalion aof accounting standards, and
penallties running to several million dollars were recoverad,
from certain multinalional consuttancy firms

. Why Comporate Governance?

8) The liberalization and de-regulation weorld over gave
greater freedom In management. This would mply
greater responsibilllles.

b) The players |n the field am many, Campeétition brings in
its wakeweakness in standards of reporfing and
accountabiliity




¢) Markel conditions ate increasingly becoming compiex in
the fight of global developments fike WTO. removal of
bamersireduction in dutles.

d} Tha failure of corporates dus 1o lack of ransparency and
disclosures and instances of falsificalion of sccounts!/
smbezziement and ihe effect of such undesirable
practices in othar companies.

10 It |s the Increasing role of foreion instiutional Imvestors in
amarging economes thal has made the concept of
corporate governanca a relevant ssue loday. In facl the
expression was hardly in the public domain. In tha
Increasingly ciose interaction of the economies of different
countrias iies the process of globalisation, This imeives the
rapid migration ol four elements agross national bondars.
These are (i) Physical capital in terms of plant and
machinety; (i) Financial capital, (i) Technalogy: and (iv)
Labour

11, The Increasing concarn of the forelgn Investors is that the
enterprisa In which they invesl should nel anly be effectively
managed bul should also abserve the principles of corporate
govemance. in other words, the enterprises will not do
anything lllegal or unethical. This need for re-assurance is
felt by the Flls duns to the fact that there have bean cases of
dramatic collapse ol enlerprises which ware apparenily
doing well bul which were nol observing the principles of
COTporate govemance.

12, In India corruption is an all embracing phenomanar, In this, IT
the respective players in the field wers to adopt healthy
principles of good corparate governance and @void
corruption in their transactions, Indis could really take a step
forward to becoming & loss corrupt country and improving s
rank in the Corruption Perception [ndex fisted by the
Transpamancy Intermational.

13. Studles In Inds and abroad show that markets and mvesiors
take notlce of well managed companies, respond positively
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to them and reward such companies with higher valuations.
A commen featurs s that they have systems in place, which
sllow sufficient freadom to Board and Managamant to taks
decisions iowanis prograss and o innovate, while remalning
within the framsework of effective accouniabillly. in othar
words they have & good systam of corporale govermnance.
Strong corporate governance 18 indispensable to resilient
and vibrant capilal markats and is an impodan! instrument of
investor proteciion

Securiies and Exchange Board of Indiz conslilited a
Committes on Corporale Governance under ihs
Chatrmanship of Mr, Kumar Mangalam Birla. The committes
ahserved lhal there sra companies, which have sal igh
standards of governance while there are many mors whose
practices are malters of concam. There s inoreasing
concemn aboul standards of fipancial reporiing and
accountabiity especially after losses are suffersd by
investors and leaders in the recant past. which could have
bean avoided with betler and mar transparent reporting
practices. Companies mise capllal from markol @nd
investors suffered dus 1o unscrupulous managemants Mat
performed much worse than past reported figures. Bad
govamance was also exemplifred by aflotment of promolers.
share al profarential prices disproportionate 1o market value,
affecting minarity holders' Interests, Many corporates did nol
pay heed 1o investors’ grievances, While there weare anotigh
rules and regulations 1o take care of griavances, yet the
inadequate implementation and the sbsence ol ssvere
peraity, It much Lo be desired,

16. The Kumar Mangalam Commities made mandatory and

non mandatory recommendations. Based on lhe
recommendations of this Commillea, a new clauss 42 was
incorporated In the Stock Exchange Listing Agreements
(*Lisling Agreamants”). Tha imporani aspects. inbrisl, are-

(1} Baard ol Directiors are accountable to shareholders




(I} Board controls are laid down code of conduct and
accountabla to shareholders for creating, pratecting and
anhancingwealth and resources of the Company
reporiing promplly in transparent mannar while no!
imvolving In day to day managarnent.

(il Classification of non-executive directors Inlo those who
are independent and thosa who am not.

(iv)Independent direciors not to have material or pecuniary
relatians with the Company/subsidiares and if had, to
disclose iInAnnual Report.

iv} Laying emphasis on calibre of non-executive directors
aspecially independent directors.

(vi)Sufficient compeansaiion package to altract talented non-
executive directors.

(viliOptimum combination of not less than 50% of non-
execufive directors and of which companies with non-
execufive Chairman to have atieast one Ihird of
indepanden! directors and under execulive Chalrman
allaast one hall of independent direciors

{vill] Nominee directors lo ba traatad on par with any other
direclor,

(ke iQualilied independant Audll commiltee to be setup with
minimum of three all baing non-executive directors with
one having financial and accounting knowledge.

{x) Corporate govemanca report io be part of Annual Report
and disclosure on directors’ remuneration eic., i be included.

16, Naresh Chandra Commifles recommendations relate to the
Auditor-Company relationship and the role of Auditors.
Repan of the SEBI Commiltes on Corporate Govemance
recommended Lthal the mandatory recommendations on
mafters of disclosure of cortingent lisbillies, CEQICFO
Cartificalion, definilion of jndependent Director,
independence of Audit Commitles and Independant dinector




L)

exemptions In the report of the Naresh Chandra Commiiies,
relating o corporate governanice, be implemanted by SEBI
Narsyara Murthy Commitiee recommendations include mls
of Audif Committes, Related party lansaclions. Risk
managemenl, compensation to Non- Executive
Directors, Whistle Blower Policy. Afams of Subsitsmary
Companies, Analys! Reports and olher non-mandatory
recommandations.

18. When Il comes lo corparate governance, | think we will have

19.

to leok at the hardwarnn as well as the software aspect. So far
as the software aspect Is concemed, | would suggest, i
depends on (he values charshed and practiced by the
members of the Bowrd of Directors as well as the
manageman of an organisation. || s always possible o
mouth very high principles hut act In a very lawly manner. If
there i going to be divergence betwesn practice and
pracept, than we are not going lo schieve good comorale
govamance. Thisis the first point 1o be realised.

The most important aspect for obsarving comorate
govemance i the top management, patticularly the board of
directors and the senior leval management of an enterprise -
walking their talk. Il is by walking their talk that the top
managamant can eam credibility. This also has & direcl
bearing on tha morale of an organisation.

70, When |t comes to the hanjware aspect of corpurale

21

governancs, we go Into ihe Issue of & code, which becomes
a raference point for bohaviowr, Bul the sad fact In our
country |5 hal even lhough there is a lof of tafk about
corporata governance, whan It comes to mality, nofhing
much happens

With the SEB| trying 10 bring some discipling in he slock
maifel especially in terms of greater transparency and
disclosure. norms, corparate govemancs In the Indian
context al legst seems to focus primatily and rightly on the

]




issue of transparency. It s fack of transparancy that leads (o
corrupt or liegal behaviour. Il corporale goverriance. s
concerned with better ethicsand principles, if is onty natural
thal the focus should be on ensgarency. But haw is Ihs
ransparancy 1o be achieved? One method of courss is the
code. Another would bs the regulatary authoritiés llke SEBI,
RE| ato. laying down guidelines so that a cartain degres of
wansparency & sutomatically sensured, Anolher legal
approach 10 achleve belter comporala govermancs may be 1o
look al the whols ssug of bringing the corporate sector
under the discipline of debt and equily. Perhaps amandmant
of the Companies Act and bringing in this discipline wil dlsc
halp In sulomatically ensunng betiar ethics and corporale
QOYRIMANGE:

22 Parhaps Ihe mos! imporant challenge we face lowards

battsr corpomle govarmance i the mindsat of the people
and Iha organisational cullure, Thie change will have to
come. fram within, The govermment or the regulatory
agencies al bes! can provide certain environmin, which wil
be conducive for such a mindsel laking place, bul the
primaty responsibilty. s of the people especially the
rmambearsof the board of directors and the lop mamagement,

23 Anglher imporiant aspect 18 to reallsa thal wbmatedy 1he

2z,

'spirit of corporale govarnence a more mportani than thae

form. Substance is mor impartant than style. Valuss ara the
assance of corporple govemancs and thesa will bave 1o be
clearly arilculsted and systems and procedures devisad, so
Ihal thesa values #ro prachoed.

We then come 1o 8 common morsl probilam in funning
enterpriges. One can have practices which ara legal but
which are unelfical In fact, many a tme, fax planning
exarcises may border on the fing rezor's edge belween the
siricily legal and the patantly unethical. A clear
undarsianding ol tha fundamental values which govem
corporate governance and iher explicil amiculation in a

1




propar code backed by well established struciures angd
traditions (ke the ethics committee and audit commities
may be the bes! insurance lor good corporate govermancs
under the circumsiances

25 Corporate govemance and elhical behaviour have a

.p

number of pdvantages. Firstly, thay help Yo bulld good brand
image for the company. Once there is a brand Image, there
Is greater loyally, once there is greater loyally, there is
greatar commitmant 1o the employess, and when there is &
commilment to employees, the employees wil bacome
mora creative In the curent compelithva amironment,
craativily is vital o gel & competitive edge.

. 10 Essential Governance Principles

A company should:
1, Lay solid foundations for management and
ovarsight

Recogniss and publish ihe respective roles and
responsibilities of board and manageameant.

2. Structure the board to add value
- Have a hoard of an sffective compaosition, size and

commitmant o adaquately discharge Its responsibllilles
and duties.

3. Promote ethical and responsible decislon-making

- Acividy promote ethical amd respensible decision-
making

4, Safeguard Integrity infinancial reporting

- ‘Havea siructure io indepandently verfy and salaguard
tha integrity of lhe company s financial reparting

5. Make timely and balanced disclosura

- Promale limaly and balanced disclosure of all matenal
mafters concarming the company,

B. Respect the rights of shareholders

12




Respec! Whe rights of shareholders and facilitate the
effective sxarcise of those righls.

* 7. Recognise and manage risk

Esleblish & sound syslem of ngk oversight and
management and intemal control.

* 8 Encouragwanhanced performance

= Fairly review and actively encourage anhancad board
antd management effectivenass.

* 9. Remunerate fairly and responsibly

» [Ensura that the level and comipositian of remynsmalion is
suMficiant and reasonable and that s relationship 1o
corporate and individual performiance is defined,

* 10. Recognisa the legitimate interests of stakeholders

- Recognise legal and othar obligations to al legitimats
stakeholders

" 1.Corporate Governance Raling be madeé mandatory
for listed companies.

47. Openness, integiily and accountahillly are the key alements
of Corporate Governanca for any corporate antity, These
factors assurne grester impottance in case of Public Sector
Banks. It is, therefore, necessary thal the Board of Directors,
extemal auditors and supervisors of bank strive (o achieve
greater degree of openness, transparency, integrity and
accountabliity in the working of the institution

28, Banks deal in trust. If trust s in suspicion, damaged or loal,
the resulling financial loss cannot measure the true nsk.
Trust being the foundation of banking, the discussion ovar
spplicabllity of good governante has really been 3 non-
issua. Good governance and practices are synonymaous to
banking, banks and benkers. The essence of Corporate
Governance s a framework of effective accountabiity to all
stakeholders. Corporste Govarnance is an Instrument for
benefiling il siskeholders of a carparate enlity, In its widest

13




29.

31

sanse, Corporate Governance is almosl skin to a
wusleaship. It is about crealing &n ouiperforming
organisation, which leads to jncreasing customer
satistaction and sharehoider valus

A code for corporate governance for public sector banks in
india could be n the farm of a sat of prescripions and
preseriptions for the kay decision makars of a bank-l lis
Chairman, Executive and non-Executive Directors,
institutional investors and extemnal audilors. Such a code, i
i belisved, would enable the Boards of the banks to resolve
conllict of Inerests between shareholders, cusiomers,
amployees and other stakeholders. An Informed debate on
Ihe issue of contemporary banking in the beard reoms would
help devatop 1he vislon to imagine crsas and the will io act
Fre-armpd] vily,

in a dereguiated milie, the Public Sector Banks are bound

tts darrantd. and rightly su, graater functional aulonomy for
fexbility In decsion making Such aulonomy, however,
neads 1o be accompanied by greater accountability on the
part of thair Boards to the stakehalders, A Code of Corporate
Govemance could be an effective inetrument for achieving
his goal,

Tha Ressrve Bank of India has set up various working
groups to evaluais lls existing corporats guvernance noms
far banks The Khan Working Group Repon, though it did nol
deal wilh corporate governance per se, recommendad Tull
operational autonomy and flaxibliity to the managemeni and
poards of banks, The MNarasimham Commiliee |
recommended & gradual progress lowards BIS norms ang
suggested the ending of the dual control gver the sactor by
the RBI and the Ministry of Finance. The Narasimham
Committes || (1998) recommendad reducing government
control and strengthaning of internal controts, Addionally,
Dr. Patll Advisory Group and Varma Group have made
recommendations on internaliona! best praclices of

w




Corporate Govemance for banking companies.

32. The report of fhe Consultative Group of Directors of
Banks/Financial Instititions — chaired by A.S, Ganguly — has
tackled the msoes of ethics, transparency and corporate
governance. | has focussed on more lundamental |ssues
like the supervisory role of boards ol banks and linancal
institutions and functioning of the boamds vis-3-vis
compliance, transparency, disclosures, aodd commitizes
alg. A govermanca framework must include affective systems
al Control and Accountahbllity, and above all responsible
attitudes on the part of those handling publlc monhey. I |s
imporant thal the drive o provide improved services al
reduced costs should be mainisined and that this dive
should not bs stifled. Al such Ume it is even mors essential o
malntain honesly in the spending of public monay and 1o
ensure: that the fragilional public sector values are nof
meglectad in the effon to maximiss sconomy and efficiancy.

33. Ethice in ranaging an orgamisaiion are vital for long term
survival. |l is defined as disciplinad dealing with what I8 good
and what |s bad and whal are moral dulles and obligations.
As far as buskness athics are conceamead. a minimum codsa of
ethics has o be practiced in competiton, publc relations and
social responsibililes. Corporste Gowemance sncourages
athical standards and sound business praciices.

3. Compotate governance axtands beyond comporate law. lis
objective 15 nol mere fulfiiment of legal requiremeants bul
ansuring commitment on managing lransparanlly for
maximiging sharenolder values. As competilion increases,
technology pronounces the deal of distance and spesds up
comminication, enviranment also changes. In this dynamic
-anvironmeni the syslems ol Carporate Govemance also
need to evolve, Upgrade In lims with the rapidly changing
sconomic and mdustrial chimate of the country.

35. Finafly the key lesson for us 1o leam are (hal Reguiations and
Policies ara only one part of improving govemanca. Existence:

16




of & comprehensive system alone cannot guarantee ethical
pursult of sharshokier's Interest by Direclors, officers and
smployees, Quality of governance depends upon
gompetance and Inlegrity of Directors, who have o diligantly
oversee the managemant whila adnenng lo unpeachable
ethical standards. Strengthened systems and enhanced
iransparency can only further the abiiity. Transparency abouts
company’s govermnance process s critical Implementing
Corporate Govemance siructures are Important but instilling
the right culture - work cullureis Mos Essaniial.

. Corporate Governance in the Public Sector cannot be
avpided and for this reason it musi be embraced. Bul
Comporate Governance should be embraced because it has
much to offer to the Public Sector, Good Corporate
Govemance., Good Government and Good Business go
hand in hand

Sdi-
(Ranjana Kumar)
Vigilance Commissionar
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Important Features of the “"Whistle-Blowers”
Resolution

The CVE shill, as the Designaind Aganty, recelve written complalbs of
dlfclvstires on amy sllegation of carruption or of mis-use of alfice by any
employee of the Central Governmant or of any corporation establishes
under &ny Cenral At govBIMMEN COMpanies. SoCietes o jocal
authorilles ownad or coritrolled by the Central Govarmman.

The designated agency will ascerlain the idgmtty of the complainant; #
the compéainant s anonymous, it sholl not 1ake amy acfion in the matter.

The Identty of the complamant will not be reveateq unless the
vompiainant himself has made eithar te detais of the complaint pubiic
or disclozad his identity to any othier oificeor authorty.

White cafling for furiher reportinvestigation, the Commission shall nod
dlsciose e identity of the informant and also: shal reguest the
concamedd erd of the organisalion fa keep tha identity af the informant
a segoat, i for any reason the head comes to krow the idanlity.

The Commssion shall be authorsed 1o call upon the CBI or the police
authorities, as conskdered nocessary, 10 render all assistance 1o
:nn‘mlﬂltmzlmuﬂiuﬂh;nmmmtﬂmﬁmmmrﬁhwﬂ

It any persar ta apgrieved by smy action an Ie-graund et be 1§ being
vigtmised dus o the fact that he had filed a complaint o disclosure. he
may flle anapplication before the Commission sesking redinss in h
maitler, wherein Ihe Commission may give sultabls directins o he
concemed parson of the authonty

M the Commission = of the opinion it ither the complainar? or the
witnesses need proteation, it shall ssue approprate ditections ta the
oAcared govermment auhontes.

1




= In case the Commission finds the compisind 1o be molivated of
vexatious. it shall be at berty to ke appropriats Steps

« The Commission shall not entertain or inguine into any disclogure In
respitt of which & formal and publle Inquiry has been ordered under
the Public Servants Inguiries Act, 1850, or @ matier Mat fas Deen
reterred for inquiry undef the Commissions of Inquiry Act. 1852

= |nthe event of the identity of ihe informant bemg disclosed In spite of
the Commission's dirachions to the contrary, 1t 13 authonsed to iniliate
appropeiate action as per extanl reguiations aQains! e parson o
agency making such disclosim.




Mo, 004V GL26
Govermment of India
Central Vipilance Commission
Satarkta Bhawan, Block ‘A,
GPO Complax, INA
New Delhi- 110 023
Datad Iha 17th May, 2004

Office Order No. 33/5/2004

Subject:- Govt. of India Resclution on Public Interest
Disclosures & Protection of Informer.

The Governmenl of Indis has authonsed the Caniral Vigilancs
Commission (CVC) a3 the ‘Desigriated Agency’ o receive
written complaints for disclesure on any aflegation of corruplion
aor misuse of office and recommend appropriate action

Z.  Acopy of the Public Motice issued by the Central Vigilance
Commission with respeci 1o the above menfioned
Rasolution s enclosed, All CVOs are further required 1o taka
tha following achons: with respect to the complainis
torwarded by the Commission under this Resctufion:

(I} All the relevant papers/documents with respect o Ihe
matter raised in e complaint should be obtained by the
CVQandinvesfigation inlo ihe complaini should be
commenced immediataly. The investigallen repor
should be submited to the Commission within two
weshs

(I} The CVO is to ensure thal no punitive action is taken by
any concemed Adminigtrative aulthodly against any
parsonan percelved reasons! suspicion of being "whistle
bBlower.”

(iiSubsequant to tha recelpt of Commission's directions to
undaertake any disciplinary action based on such

%




compiaints, the CVC has 1o follow up and confirm
campiiance of further action by the DA and kesp lhe
Commizsion informed of datay, if any.

(viContents of this order may be bought 1o the notice of
Secy JCEQVCMD.

All CVOs may nota the above directions for compllance.

Sd/-
(Sujit Banerjea)
Soecretary

To
All Chiel Vigitance Officers




Central Vigilance Commission
Public Notices

GOl Resolution on Public tnterest Disclosice and Protection of Informear

The Governmeant of Indta has authorized the Central Vighance Cormmission
{CVC) as me Designated Agency’ to receive written complamnis for
disclosure on any allegation of corruplon of misuse of office and
recamimand appropriate sction

2

The jurisdiction of the Comemission in thee regard would be resticted lo
ity amployee of the Central Govammanl or of any corporation
#stablished by or under any Cantral Act, governmend companijes,
socipfies o Ipcal authorifies owned of controlled by ihe Central
Governmenl. Personnel employed by Ihe State Governments and
activities of the State Governments or its Corporations ate. will not
come under the purview of the Commission,

I this regard, te Commission, which will acoept such complaints;
figs e respongibility of keeping the identiy of the complainant secrer
Hence, It is informed to the general public thal any complainl, which
i5 to be made under (his resolution should comply with the followiag

aspecls:
1 Tha comptaim shouid ba in a closed / secured envelops.

Iy The envelope shoold be addressed to Secretary, Central Vigdance
Commession and should be superscribed “Complaint under The
Public Interest Disclosura™ 1 thy anvelope is nol superscribied
and chosed, It will not be possibie lor the Commissian 1o protect the
complamant uhder e above resolufion and the complaint will be
dealt with 2 per the normal complaint paliey of the Commission
The complainant should give haMmer mame and address in the
begiming orand of complamt orin an-attached leter.

2




i) Commission wil nol entertaln anonymous/pseudonymous
complaints
i) The tex of the complaint should be carefully drafied so as nol 1o

give any details o clue as to his/her identity. However. the details
of the complaint should be specific and verffiable

¥} Inorder to prmiect identity of the person, the Cammission will not
Issue any acknowledgement and the whistle-blowers ar: advised
not to enter Into any lurther correspondence with Ihe
Commussian in Meir own interest. The Commission assures hat,
gubdect 1o Ihe facts of the case detng verifiabie, it will take tho
dgcessary action as provided under the Government of India
Hatalution mentionsd above, If any further clarlication ks requind,
the Commission whl gt n touch with e complainant

4 The Commisakon can alao take action agains! complainants making
motivated/vexatious complaints under this Resolutian

5 A copy ol detallsd notificatian is avaiiable on e web-ste of I
Commigsion hitp://www.cve.nic.in

Issued In Publlic Imerest by the Central Vigilance Commission, INA,

Satarkta Bhawan, New Dalhl.

Skl
Secretary
Central Vigitance Commission
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o S8/0RDA
CENTRAL VIGILANCE COMMISSION

LR

Satarkta Bhavan, Block %
G.F0. Comglex, LN.A.

New D~ 110 023

(tated the 18th December, 2003

Subject- Improving Vigilance Administration: Increasing

Transparency In Procurement/Sale sic.

The Commission {s of the opinian that in order to biring about greater
transpamncy i he procurement and tendering procasses ther i
e for witlest possible publicity. There are many instances in which
allagations Nave been made regarding nadaguate or no publicity and
procurement officials not making available tid documents, appiication
Inrms aie. in ordes o nstrict compelition,

Improving vigilance administralion i3 possible only when systam
impovamenls o made to prevem the possibifities of corruption. in
order 1o bring aboul reater transpamney and cwd the mal-practices
mentioned above thi Central Vigllance Commiission m the pemse of
e powers contermed on i under Section B{1)) issues followng
instructione for complance by &l govl deparimenis, PSUs, Banks
and tthat agancies over which the Commission fias ursdiction,
These Instructions are with regard to all cases where open tender
systam s resorted to for procuremant of goods and services or for
QuCtiin/sake sit, of goods and services.

() In acdition to e exsing fules and practices regarding gving
pubiiicity af fendars through newspapers. frage journals and providing




tender documents manually and througn post eic. the comyiesa bid
dogumants alongwilh application fnem shall be poblished on the web
site of the organization, I shall be snsured by the concemed
organization thst (e parfies making use of this faciily of wels site am
not asked fr agaln obtain some offer redated documents fram the
departmsrd manualy fof purpose of parliciFating o the tender
process i.e; all documents wpto date shogid remain avaiabie and shal
be equally legally vaiid for participation in the Tender prOCESS A5
manual documents oblaingd lrom the department Ihrough manual
[rocess.

(i} The complete apphication form should be avaliabie on e web sie
tor purposes of downloading ana apokcation madk on such a lorm
shallbe considered vaiid for partcipating in the tender process.

(i} The concerned orgamization must give Its web site address n tho
advertisementNIT published in the newspapem

()il the concamed organization wishes 1o charge lor this application
form downioaded from the computar ten fhey may ask the
tidding party w pay the amourt by drafl/chegues ste. 2t the g of
submission of the application form and bid documents,

Whike the above direciions must be fully comglied with, efforts should
be madle by organizations 1o eventially swifch oves o the process of
g-procurement’ g-sald whergver it 15 lound to be leasibile and practical

The above directions are issusd W suprrsesslon of Al previous
instructions issved by the CVE ob the subject ol ise of wab-sie Tor
endeding purposes. These mstructions shall lake aHect trom 15t
January, 2004 for &l such arganizations whose web-5iles are already




functional, Al offer organizations. must ensure that this faciity i
provided betore 1stApri. 2004

2t

(P Shankar)

Gentral Vigilance Coimmissiongs

Ta

fi The Secrataries af Al Ministies/Departments of Gavemment of
Intia

(M The Chief Secretanes to all Union Terrtones

ill) Tha Compiralier & Audiior Genaral af India

iv) Tho Ohairman, Undon Public Sarvice Commission

{v) The Chief Executives of all PSEY/ Public Sector Banksdnsutanne

 Companies/ Autnamous Organisations/Saciefies.

(wl) The Chiet Vipllance Officers in tha
Mnistnes/Departmenta FSEaPublic Sector Banks/ Insurance
CompaniesAumtonamous Organisalions/Sockedies

(vil) President’s Seqretariat / Vige-President's Secretariat / Lok Sabha
Secretarial/ Rajya Sahha Secretariat/ PMO




No 930R0N
Government of mda
Cantral Viglance Commission

-

Satarktas Bhawan, Block &
GPO Complex, INA, New Delti- 110 023
Datad thé 111h Fabruary 2004

Office Order No. 10/2/04
To
Al Chigf Vigilange Oticers

Subject: Improving Vigllance Administration — Increasing
transparency In procutement / tander Process - use af
webslte- ragarding.

I CPWD, MCD, Chvil Construction Division of Post & Telecom departments
antd In many ather depasreduts/organtzations, there & syilem of shorl lem
tonders (by whatever name 1| Iz called In dffarent onganizations). whetsin
works bekow 2 particulr value ane yndertaien wilhout resorting 1o publicty
% iz requered In the open tenders. This prachice ts understandabie becaltse of
cost and ime involved In organizing publicity through newspapers. In @l such
cases. nalicecan be put on thi web-site of 1t dapartrment as ) does nof titks
any tme compared 1o ghving advertsements in the newspapers and |
practiciily does not cost amything. This will benedil the department by bringing
in traresparency #nd reducing oppartunities for ahuse of powe The will also
hielp the organizations by benging in mone campetition

2. Inview of the reasons given above, the Commission has decicked fhal

mEtructons given in the Commission's ciecultar (No: S8/ORD/ aatsd

18.12.2003) for the use of wab-site will also apply 10 all such works

awarded by ine departmentPSEs/other arganizations over which (e
Commession has jursdection

Sd-

iBalwinder Singh)

Additiomal Secretary




Subject:Comprehensive web-based solutian far publishing Govarnment
m'mnmrH|

This has reference to the sarier notihcation no 88/ ORIV o, 18.12.2004
issued by CVC wilh regards to pubiisking sl he tenders issued by the
MinistriesDepartments / PSS on the Web Allhough many ol tha
Depurtments arn already posting their tendsr notifications on hai
respective wabsites, It shail be much easiar lor the vendors/othe inlaresiad
visihoes if ey could find all the tenders at commnn place on the welb

2. Natignal Information Ceste has developed and launchad o
comprahensive weh based solution [bitp.povtenders.nic. i) for
publishing Govermment Terders ol Ministries/ departmants/
organizations of cenimal and state Governments online. W have
rviewad ihe solution develop By NIC and found It quite usatul for
b himg the tenders on the Wab

3, This solution is highly penerc in nature, While on one side Il provides
single point access to the vendors/Didders, It also gives the provisions
of personallzation to each department Le. when ong accesses the
tenders from your respective websie, shall anly ahow e Wnders
gongerming vour departmient in e iayout you woul wish 1o present.

4 This solulion also enabies hi mespactive Departments o ditectly
uploaded their Tender notifications on to the Wb &t any time and doss
not mean any speclal skill, The sallent features of the soltion @
eficlosed At ANREIrE:

5. You are povised to make use of the above portal and start publshing
your tender notifications on the same so hat vendors/bidders'oiter
iterosted visitors are apie (o acCess e same conveniontly af 4 single
point. For obtaining the aulhodzation Io publish lesders of your
departmant and tor any furflier guery. you may contact National
Informatics Centre, Now Deihl (Mrs, Nects Varma, Sanior Technical
Director) at wsmad@hub nic.fn or 011-24363692.

i




No 005VGL/A
Government of ndia
Cantral Vigitance Commislon

LR i

Saturkia Bhawan, Block &,
GPO Complex, INA,
New Defhi- 110 023
Dated the 16th March 2005

Otfice Order No.13/3/05

Subject: Detalls on award of tenders/contracs publishing on
‘Websites/ Bullefins.

The Commisalon yide its Ciroular No.8(1)(1)/38(1) dated 18.11,1098 had
ditected fhal & practice. must be adopted with immaciate effect by ai
organisations within the purview of e CVC that they will publish on the
notice hoard ana m the organisation’s regalar pebiicanonis), the detalls of
8l such cases regarding lenders or oul of wim alotments or alscretion
meercised in Fvow of an pmployed/party. However Il hits besn obsarved
by the Commizsion thiat some of the organisdtions are siiher not following
the atiove mentkoned practice of pubilishing the information with A 1ol of
delay thorsly defeating fhe purpose Of this exercise, viz Increasing
iransparancy m admmistration and chieck on corrupbion tduted docisions
in tich maners.

2. The Gommussion has desleed that 2s fallow up of ts directve on use of
“wehsde in pubhc fendars”, all prgamsations must post & summary
gvery manth of all the comtracts/purchases mate above g Cartain
thrshold valie 1o be decided by the OV in cahsuftation with the haad
of organisation |8, CEQVCMD et as per Annéxtire-l. The thrshold
value may be tported to e Commission lor concurrencs,




3 Sutrsequently, the website should give the detalls on the fallowing:

) actual date of start of work
b} actusl date of completion
¢) reasons for delays if any

A compliance report in this regard should be sent by the CY0s alongwith
et monthly report to CVE.

{Anjana Oube)
Deputy Secretary

To
Al Chief Vigiance Officers
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Ne.DOSVELM
Govermment of India
Central Vigllance Commission

L3 5 & ]

Satnas Bhawan, Biocs AL
BP0 Gomplex; INA,
Mew Dalhl- 110 023

Cated the 28th July 2005

Qftice Order No.46/07/05

Subject: Details on award of lenders/contracts publishing on
Websites/ Bulleting - Reminder regarding.

Roference is invited 10 Commission's Oifice Order No.13/3/05 dated
16.3.2005 regarding abave mentianad sulject directing e organisatons
o pubdish svery maonth the summary of contracts [ purchasss made above
a Mreshold yalue on the website In this regard )l is specified thal the
proposed threshold fimil is accaplabile 1o the Commission s long as It
covers more than 60°% of the valle of the transacfions svery month. This
firmit can be raigad subsequently once the process stabuzes

2. CV0s miy, therefore. ensure thal such tetails are posted on the
websime of the organisatipn immadiately and compllance. repart in this
regard should ba sent by CVOs i thair monthiy repart 1o the Commission

b

(Anjana Ditao)
Deputy sscretary

To
All Ghigl VipRance Officers




Subject: Comprehansive web-based solullon lor publishing

Government Tenders - NIC portal reg.

This has reférence to the earfier noiitication Mo 98/0RD/ dtd. 18.12.2004
issusd by CVC wiih ragards to publishing all the tenders (ssued by the
Ministhies/Depariments/PSUS on the Web Although many of Ihe
Departments are sirsay posting thelr sendar nolifications on thekr respaciiv
wilbsifes, # shall ba much easier for the vendors other inferestad weitors
they could fmd alf the ienders at common place on tha web,

2

Mational Informatics Centre has developed and launched a

comprehensive web based solution (hitp/govienders nic.in) for
publishing Govermmans Tenders ol Ministies/ departmants/
organizations of central and stats Governmant onfine. We
nave ravigwad the solution developed Dy NIC and found it quite useful
tor pubdishing the tendar on the Wab.

This solution ks highly generic in nitees. Whils an one side i provides
singiegoint - access 1o the vendorg'bidders, 4 dlsa gives the
provisians of personadzation fo each departmant Le. whan one acgesses
the Tenders from your respective websitn, f stedl only show e tenders
CONCEMINg your depariment in e kyout you would wish to present.

This solution also enables the respective Departments 1o dirsctly
upload ther Tenders Nofification onto the Web at any ime and doos
not need any speci| skill. The sallant features of e solution are
enclosed sl Annexure

You are advissd 1o mike Use ol the ebove portal and start publishing
your tander notifications on the same so that vendors/bidders/othier
inmterestad visitors are ablé 1o accass the same conveniantly af 8 single
point For obiginng the authorzation o publish tenders of your
departmant and for any further guery. you may contact National
informabics Centre. New Deiti (Mrs. Neeta Verma, Senior Technical
Director) at wamad@hub nic in or 01124383682,




o, DOBNGLTT
Government of Indé
Gentral Vigliznce Commmisslon
Satarida Bhawar, Block-A.
BPD Complex, INA,
New Dethi-110023
Diated the 22nd November, 2006

Clrcular No. 40/11/06
Subject: Improving vigllance administratlon by leveraging
technology: Increasing iransparency Ihrough effactive use of
wabsties in discharge of regulatory, enforcament and other
functions of Govi. organisations.

The Commission has been raceiving & targe number of complaints about
inardinate delay and arbiirariness in the processng and issea of licenses,
penTissions tecognilions, vanous \ypes of cikarances. o pbjgcton
cartiicates, etc., by variops Govl organiations. Majodty of ihese
complaints partaln to delays and non-adherence to the Yirst-come-fimst
satved principls. it a mumber of cases. Mare are complaints of amblguites
regarding the docurmants and mformatinn soughl fo the gram of sueh
ligenses, parmissipns, chiarances, #10. There |3 @s0 a tendency In some
orgamisalions 1o rase plece-meal/guestonable quenes on applicabons,
often feading to e dlegatons of cOFUpton. In Order 1o reduce e SCope
for corruption, there 15 & nged o bring abdoul greater ransparncy and
aceountability in e discharge of regutativy, enforcement and ethar public
dhealings-of the Govl. organisations

2 mproivemant I vigilnce administrafion can be possible ohly when
systems |mprovements amm imade 1o prevent the posaibities of
cotruplion. |n ardor to achieve the desmid framsparsncy and ourl the
malpractices meroned above, tha Central Vigiance: Commissian, in
axgroiseof the powers conferred on tunder Section B{1) (M) of tha CVC

a1
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Art, 2003, |ssuid the following Ihstructions lor oompliance by all
Govl. deparimeins/organisationsfagancies over which the
Commission has ursgicton -

() Al GowL omanisations discharging regulatory/anforcamant
tunctions or serviges delives ol any kind, which cause Imerface
with the general public/privale businesses. mo., shall provide
complete information on theis websites regarding the kiws, rules
ang procedures poverning e issue of licanses, permissions,
pléarances. atc: An llistrative fist s given in the-annexura, Each
Minigtry should prepare an exhaustive list of such applicatioris/
mattars and submit & copy of same 1o the Commission fr recard
tifed wed-monitoring

i) Al application torms/proformas should be miadé svailable on the
wehsiies i 3 downloadable form. It the arganisation concemed
wishes 1o charge for the apphication form downloaded {rom M
cormptar, tha sama may be done 3t the time of e submisgion of
& appiicaton fanms.

i) All dosorments to be snilosed of information o be provided ty the
mpplicant shoutd be cleary explined on fhe websies and should
-glsotorm part of ke applicabon Torms

W) As tor as possibls. srangemmants should be put n place 5o that
immediately atter e reseipt of Me application, the applicant is
Intoemed abou! e deficiencies. @ nny, In 1ha documents/
listprmaation submithsd

v] Repeated guenes in & pece-meal manner shouwid be viewsd &5 &
misconiuct having vigilance angha.

i) All organizabons concerned Should give adequateé publicity about
Ihese lachilies in the mewspapess and such advertisaments must

.ﬁl
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pive tfe website addresses of e ofganisations cuncernad.

in the second siage. the states of individusl spplications/matters
shiwid b made availatiles on the organisation's websiies 2nd stould be
updated from Ume-io-time 3o Ihal the applicams remain duly
tnformed atoul the status of heir applications.

Iy addition to the manual receipl of applications, all organiations
should axamine ihe teasihilty of onling moeipt of apolications and,
wherever feasibl, a time frame for Infroduing the faciny should be
waorked out. As 3 large number of Govl. arganisafions are opting for 8-
govemance, ey may conmsidar integrating the above mentioned
TERSUIES it Meir DESINGSS processas soMat dupfication s avoided.

Instruttioes at pare-2 above shill take attect from 16t January, 2007, and
estructons af purs-3 shad becorns efective om 156 Apri, 2007, AR
Heads of organizations / Dephy. we advised to get parsonally imvaived in
the Implaméntafion of these impartst praventive vigilance maanus
They should amanpe close mortaring of the progress i order tn gnsue
that the reguined information &5 placed on the website b 3 user iendly
mranner bisfare the expiny o e abovementionad deadlings. They should
\ter engurs that the informatian ks updated ragulany

This issues with the approval of the Commiesion
H‘t-l-ll tr#' i 1 - ] g
[Balwindet Singh)
fddl. Secratary

The Secrétanes of all MinistosTDepartmutns of Govt of india

The Cntaf Secratanies 1o &l Umon Terriones.
The Comptralier & Auditor General of Inda

%




. The Chaltman, Union Public Service commission
. The Chiet Executives of all PSEs/PSBainsurance Companies/

Autonomous Organksanons/Socieliss.

. The Chigt Vigilance Officers in the Ministries /Deparimenis/

PBES/PSBS/ Insurance Companies’ Autanomous Organisations’
Societies.

. Presidents's SecretarialVice Presidant's Secrefariat/Lok Sabha

Secretarial




Ifustrative iist

. Land A Billding Belited tssues

{1} Applications for mutation; comversion trmm lasehold b freehold
of lands - & bulidings, apprval of Dullding: plans by mumcipal
authonties and fEndowning/requiahing agenmes e MGL,
D0A;NOMC; LADC and similer agencres in othar UTs.

{ily Applicafion for registration deads by Sub-Registrars mgistracs
and offer apphications cannacted with land record mansgement
fill) Appiication for allotiment of lanatiaty. ste., by urban developmen
agentles ke Dethl Developrmert Attty
2 Contracts & Proculsnunt
M Appllcations o feglatration of comractors'supplisnycomsutants’
vandors. gte.
(] Status af &l bill paymants-io confractosssupplicrs, 4l
3. Tensport Seqtor

tsue of driving lemsees, registration of venitles, fiiness cantificatis,
reliase of impoanded vehicls atc. by ATAs

4. Envirpnmend & Poltios Retated Matiies

Isze of anvimnmant any polition clearances lor seliing up Industies
e gl projects by Min o Environment & Farests; PoButlon Covhrod
Orgamisativne, #tc.

5. Fopd &Hotel Industry

Applications connactsd with clearances, licenses Tor Iood ndustry)
hetela/ mstauranis, gto.
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Mirnisiry al unMinistry ol Overseas Indian ANEis

(il Apphcations by benefipianss and emplovers in conneotion wilh
EPFO;ESTeto:

filj Applications by recruiting/placamant agencies and Individuals
submitted to Protectorate Genesal of Emigrants and the concamead
Ministry.

(i} Other  applications connected with regulatory/enforcament
systams of Labour Ministry,

GBDT & Incoms Tax Oeptt.

(I} Application for PAN

(i) Applications sutimitted by NGOS for exemption from Incomes Tax

(i) Applcatons - submitted lor issee ol cedificaleafincome  Lax
cleamnce for immigration/public contracts or any olher purposes

(iv] Applicaion  for appointment of legal Qounsels/any other
professionals.

Customs & Central Excise & DGET

~Apphcations/cases of Duty Drawback & other export incentives

Telecom (BSNL & MTHL)
Apphicatiors for establshing STD booths, elc

Petrolaym Sagtar

Applications for aliotment of petrol pumba/ges stations.
hlimistry of External Altairs

(l} Applications lor issue of passports.

(il Applications lor lssue of visas by Indian Embassies abroall,

Ministry of Home Affgirs




() Applications submitied 1o FRRO
{il) Applications conmected with FCRA

13. Ministry of Healih
Applications for recognition by Madical Councll ol indid and similas
other reguiaiory bodies,

14, Education

(il Appiications for acorediation handied by bodies e AICTE &
others.

{il} Applications tor recogniton of schants by Director of Educalion
Bl

fiiiy Grant of £.C. by Ditector of Education
15, Agricunure, Dairving & Fisheries

(I} Marous clearanceaficenses, 6g clearance lor aperating lshing
vessels

(il Cuarantine relaled applications.

16. Mimstry of Socil Justics Tobal Affars.
Apoficabons tor sanchon of funds o NGOs




Mo 0oeAvaL T
Gnvesremeart of liidla
Central- Vigiance Commissson

LT R ]

Satarkta Brawan, Block &,
BP0 Complex, INA,
MNew Dalty- 110 023
Dated the 183h Al 2009

CIRCULAR No. 13M/07

Subject- Improving Vigllance administration by leveraglng
technology: Increasing Iransparency throwgh effective use of
wibsile.

Piaase refor o Commission's Clrcular no. 40011/05 dated 221 1/2006 an
e aforementioned - subiact & also Clroulsr Noo 130305 dated
16/0372005 & Circutar No. 48/T7/05 datod 28777/ 2005 regarding details of
inwadd bl tandars/contracls pulsiahing on Waobales/ Hullnlin

2. The Commsson vide crculars: dafed 160305 & 2B07/95 had
direcied 3l organizalions Lo post on el wob-slies & summary, ey
mmanth, of il the comtacts/purchases mase above the threshoid vl
cuvering dlleast B0% of the dnamsaction every mantl. A comglianng
rapart m fhis mgand was 0 be aubmiied 1o the Commissan by tha
CVOs thraugh teit monthly repor 1o e Cormmission. Howsvo il
spdn [t soma of Ihe departments bave neitber ifinated e
Commigsion ahou! e reshokd valug decided frr posfing the detaily
of tendérs awarded on IMe wilt-3iles, nor A-comphance mpor s bemg
sent througn the monthly repots.

3 Further wde circuler gated 22011/06, e Commission whitd
emphasizing (e need to leverage tchnology; 23 8n effoctive tooks in
vigilance agminisyation, iy dschangs of regulalody, entorcement and
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other functicns had directed he organizotiond o upload ot i
wehilstes, Infarmation in mspect of the tulgs and procedims goverring
me issue of lieenses/permissions ele. and (0 ke avaiiabie all the
application torms-on the webstes m a downloadibis tarm besides,
making avakabie ihe . status of ndividusl appiication on
organizations wabsits. The Commission had difecied tha
prgankeations to implement fis guidelines In hwo phases. The firsi
phasa ralifting 1o the posting of all application larms:on the websis
was to be mplemanted by 01012007 and Mme secand phese, by
01/04/2007. Alikough, the daie tor implamentation of secand phass
has passed by, the deparimate are et to infimats Ge Commdssion
about fi statusl imphamemitation of 1he two phises.

o The Commission, \herefoes, while feitergting 8 aforeinantipned

istructions directs e CVOs 1o convey 10 the Commission the

folrwing intormation laest by 30,0407

A} The ifireshold value decided by ihe organization lor publishing on
e ey s, details of aard of tenders oantracts:

By This etant to which tha ditalks of awarded Widars are being posted
an Ihe web-site Ard whethiet e web-sites ara being updited
eogularty or pat;

ry Whesther first'sacond phase of the Commission's oiouler dated
2211/008 has besn implamentad or not:

) et e raasons hereol) steps Riing ke by the grganization i

ansare implementanion of he Commisshoms croular and e xaot
chte by which Both [he phases 28 memtionsd in tha Commission's




gircubar woukd be lully Implemantad;

5 Any fallure on the part of orgamzation to implement e directions
contained in tha Commissions ciroulers 8s mentiongd above wolld be
vigwed senousty by \he Commizsion

L La

— e ——

(Vineet Mathur)
Daputy Sacratary

Al chigl vighance officers




No.009/VEL/002
Government of India
Cemral Vigilanoe Commission

EEEEE

Satarkia Bhawan, Block .
GFO Compies, A,
New Delhl- 110 023

Dated! 13.01,2009

GIRCULAR Mo. 01/01/09
Subject:- Implementafion of e-tendering solutions.

References: are being meceived by the Commission regarding the
methodology for-sefection of sole appfication service provider for the
implementation of e-lenderng solutions in varoos' organizations: The
Commisston has samined the matter and & of the view. thal all
offjanizatians should invaiably fidlow & fair, tansparent and open Endeing
procedure o select the application service provder far implermenting their -
tendenng solutions. The stanfards guidelines on tendenng procedure
should hold good for ihi procurement of these services as will,

{Shafinl Darbari)
Director

Al chief vigitance officers
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No DOBVEL/E
Bovemment of ik
Central Vigilance Cammission
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Satarkta Briawan, Block ‘&,
GPO Complax. INA
M Delpd- 110023

Diated the 14t Juty, 2008

CIRCULAR N, 17/7/06
Sobject: Posting of delails on award of tenders/contracts on websites.

The Commission vise circulars dated 1603 2008, 28.07 2005 and
18.04.2007 rad directed all argamsations fo pest oo thetr web-stes 4
summrary, svery month, comtaming detais of all the contracis/ purchases
mada ahove 2 thieshold value (10 De fiked by Ihe orgartsations] cowering
alleast BO% of e vaivg of the travsactions every mooth to start with on a
cominuouy tasis. CVOs wem requbted io maonitar the progress and gngure
it the regulsie detads warn posted regislarty on mipottive websiies, and
S0 to moomorate cumpllance stitus it et manthly reaport to the
Commisston

2 On i reviiew of the status of implsmentation by he erganisstions, i &
dbsarvad that sorme argamsalions have nat adtiared to the matructons
and implemnented the same. Furfhes, such imformation being posted on
[h& WoDEHDS aré not Hng reguleny updsiad ona continuols basks by
cartain grognisations and. o some cases. m ntorraion pulibishd i«
digjoimied and oot a8 per the presoiibed format laid down by the
Commission It 1s also seen thad & few organisations have placed such
Information an festictad atcess through passwords to registered
vENGOrSSuppilers &1c. which dulgats e basic purpose of increasing
ANSpEFENCY in sdminisiration,

3 The Commsston, therefore, while refpratmg #s atorememioneg
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instructions would direet &l organisations/departments (o striclly
adhere and post summary of detalls of contracts/purchesas awarded
S0 28 to cover 75% of the valie of the transacfions without amy furiher
oelay. Any failure on fhe parl of (he organisations on This account
would be viewed seriously by ihe Commission.

4. Al Chist Vigitsnos Officers should reflect ine compiince status im their
monthly reports 1o the Commission aftar parsonally vesilying the

s2me ’k-
{Shatinl Darbari)
Director
‘ o
| Al Secretanes of MinistrigsDepartmants
All GEOs Heads of Drganisations
Al Criel Viglance Officers
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e Addirss SR Y
“SHTARKTA® How Dainl B a0 argin
E-Mail Address o, D0SVEL002
camvpliiEic.in Government of India
Wetisite Contral Vigllance Commission
AL cue e an TITL
Eiggfum -07 v W, o dlan, sl
B Fax - 24616286 witw-— AT wan +f fee-110003

Satarkta Bhawan, GPO Compier.
Biock &, INA, New Dethl- 110 023

Dated: 17 Sepremper, 000
CIRCULAR No. 29/08/08
Subiject - Implementation ol &-tendering solutions.

1, Guidelines war prescribed in this office OM af eve number, dated
301/2009 o the above-cied subjsct, advising argatisations 10
foltow & falr, ransparent and open lendering procedurd. to selct the
spplicition -sesvice provider Tor Implementing thelr &-tandering
Solufions.

2 W is clarfiimd hat while ensuring Lir play, transparency and opan
tenderiag procaduis for a-tendefing soluions, the arganizalions must
ke e care 1o Sua that effective securtty provisions re made in the
SySTEM to prevent any misuse | tis regard, the guldelines on sacuilly
related tssees 0 a-tendering systems are encivset) for informition
Organsations concoms may folow these gdeines while mmplemenimg
-tenaeang SoRAMONS 10 comaln the securly rekited foop holes.

(V. Ramachandran)
Chief Technical Exannng
iy

AN CVOs of Minsines/Departmants/PSUs/Banks/Insurance
Compantes/ Mlonomous Organsatons Socones/UTs.
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Guidelings on Securlty considerations for e-gracurement System,
1.0 e-procurement Systems

s-procutament provides @ platfarmi for this collabarutive progiiemenl.
of goeds. works and sérvicey using elecironip mgthods a1 every stage
of the prociusemient process. The e-procurement platiorm tanescls
conlidential procurmment datz and |5 axpossd o several secudlly
Iheats. AtEncles World pver face tmats fothelr oalite  8-proguraman
plattorms antine same oe addrassad by employing & cembination ol
spcunty taatures and securily best practices wiich result in reduced
fhreal of outa foss, leakage of manpulation

2, Securityol e-Procurement Systam

21 Securty of wmwm:t ﬂstam e —trlliu'lh.l an :mnluurnalau
autput of Sggutity £ st il EjammE!
Ammﬂwummmumﬂhmmmhﬂnmmmmmm
aspects of Infrantruciuee and Application are esaeitil tn Nave & faity
secure-gPmcmenent.

2.2 Securily Infrastructure level:

Issues [BEs! Praciices 10 schiBve SEcyimy consioaratons
Porimeter Deployment of muters, Frewals IPSADS, Remot
[Jefence Agcessand nEnwork segmantation,

Autherification  [NEtwork  authantication through oeploymen! of

gssword policy for acCRESng the nalwir r25ources

To monimize un-athionsed a0ess (o INe &-protummam
system al system fevel

Manltaring Ceployment of logging at OS/netwark level and
manitaring ihe same

LY




Secum The'secuily of Individiial soivers & workstations is &
Configbiaiion | ceitical factor in the defence of any envirgnmiml,
0! Natwork gapecigily when remole eccess ls allowed
fas! Workstations should hove sitwyuacds In plaoe (o reala
GO AECks

System patohing | As the vulrierabiilty of the sysism g discoveing aimost
Feygulaly Eod tha sysiem vendors are alsp migasing he
patehes

Il 1= ekpectad the NoS! are patched willt ltegt sacunty
Lpdales relgased by ihe vandors.

Coniralol Suftabie conrol ke ami-viros, anti spyware 8. Should
Miware ba depioyed on the nost associated with &-procuramen
gystem. However, aptoan for runming the 2ervices &t non-
|ptivilagod usar profile may be looked for CRharwies|
suifatile operating Eyater Which |2 ITHTUNE (0 vitug,
troian and makwanymay be deployed

Structired Tne svaltabiy of the nelwork services s oritcally
gabibng | nependent on the guany of Interconnacnon betwean the
hosts Through stuctured ncluding termination and
marking. 11 2 axpected i g-procunemant aystam has
implemenind  siructired cabling and other controls
rskuid wilh nedwork and interconnection

2.4 Security al Application level
2.3.1 Security during design

I5sues Best Pracioes 10 aChmve SEeuiity ConsmEraions

Authentication |The authenticalion meohanism of the e-procummen
appilcation should ensure that the credentisls am
subimitted on the pages that ars servar undar SSL.,
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Accesa Contml

Tha epploation shill pnforce proper access confrol
rmadel to unsure Mat e paramersr svailobis 1o e eser
canot be usad for lsunchingany aftack

{Sassion
FranFgemiemi

The degign should ensure mmmmmmml
adegquately protectad from guessing denng @
muthenfipated session

Ervor handling

The esign shoukl nsurs that e applcation (o rrnfl
PrESET Usar mTof messages 1o e oulsida word which
can be used for attacking the appltation.

Inguad valketetioon

The application may dccentinpul ot milink points fmin
eectairnal shusices, such s usars, client spplications, and
(hitd teeds. It should pertorm validation chests of thi
ryrmactic and sermantic visldity of the inpot. it shonld atso
Chack that dnput data Qoes not vblate Umitotion of
unaenying or depandant commpamis, parmoulany shing
tangth snd charecitr set

All rser-suppion fakds shotid be vaidatad ot the sstye
it

Appbeaiian
| lngping and
marittonng

Logging should he snahlad adrass Al applications in rhul
eivironment, Log Bl dati 6 important far ncident s
trond anilysis a5 well as for suditing purposes

The applicition should log falled and suceesshil
autbeification attempls, changes 1 apphation daa
Inchuding Usar ancodits. serv application ertoes, and
falle amd sutcesstil oess i resolifes,

When writing Ing data tha apniication stould seaid wiiting
serialiive dita 1w log Wes.




2.3.2 Security During spplication deploymuni und use,
s Best Practices 'n achipye securly considerations

Avatlablity Dinpianding on the number of sxpected s and access e
Chustaring ontlons for cllistaning of servers and load baanzing of he
Lowd balincing | web appiication shul be mmplémsied

Appilcationand | Suitible managemanl prooedure shall De Cap0yRd tar:
datyrecovery | pegikic back-up of applicaton and dute. The reguiary. of]
etz backug sl by In comEmansurate with tha nature uill
transaction | business trunatated int the e-DroCulBmEn
system

ntegrity ol the | Soltable managmerd control Shal ne implamemad on
Agplicatien aviilabiity of updated sawce cooe Bnd its deploymer.
Control ot souine Strig! - configuration control is recommendad 10 Bnsure

code fat the tatazt softwarn in e produohibn SySEEM,
|Em1lwrlﬁu'rl

minmagETEmt

2.3.3 Security In Data storage and communication

|fsued Bist Practices t0 actieve secury consiaamtions

Encryplionfor | Senssive: dats shoold be ancrypted of hashed In e
dutastornge daiabeseand e system  The application shoul
differantiato hetwoen data that s sensitive t disclobune
anfl sl be encrypred, date that 5 sensilive anly to
fthpedng and lof wiich 8 keyed nash value (HMAL)
must be gerscatsd, and ootd Mal can pe ovErsily
wanrlormed (hashad) withoul lass of lunchionallty (guch
a5 patswords), The application should Sore imys ysed
Iior deeryptinn separidily from (e eocryptisd data

Exampiis of witaly actepied strong ciuners me 30ES,
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AES. REA, RCA ana Blowlish, Lise 128-bi keys (1024
Dits for BSA) &t @ muimimum

Ibmhm:!nf
securty

Sensitlve tata shoull be encryptad prior 1o tramsmismon
to ofher components. Verdy that miarmediale
components Mt iandie the dota in ciear-ted form, poor
10 fransmmesion or subsequent io receipt . do nol presam
an yndug Mreat o e data The apphcafion should taxen
advaniage of suthenticaton features availatle within he

transpart securty mechanism.
Specially, ancryption memodology ke S5L must be

deployed white: cormmunicaling with the - payrment
gateway over pubiic naTwork

Accessconml

Apptications should ermonoe an suthonsation mechanssm
that provides #ccess fo sensfhve dita and funchomiity
nnfy o Sultably permimod wsers or cllents

Role-Uasad access confrols sheuk) be srdarced &t the
thatahase leved a5 wall a5 it the apphcation interface.

Thin will protect the database n the svent that ihe el
Appileation is explofed.

Authorigation checks should reguim prior succesaful
attheidhcation 10 have occyrmed

Ml attempots W oobiain dccess,  withool proper
authorisation should be lngged

Londuct reguiar tesing of key apoiicelinns Wt trooess
sensiive data wnd of e mterfaces availabie 1o sk
from e Interns! Include Both "Bleck box® lisharrmed”
lesting agaists! e Bpplication Determine 1 usars can

(isin acses o dta from otfver accounis.




10 Some ol Ihe other good praclices for implamanigrs ol
a-procurement to achieve sacurity considerations ars as follows:-

3.1 comman unified platform lor 81l departmen,

i\ single platton to be used by all departments across a State | Department
! Orgunisations reduces dhe fheat to-secunty data. Wim a camrallsed
imgdementation. where in Ihe prearement data is preferably hosted and
maintined by e Stats / Department | Organisations isalf, concerns of
secirty and onwership of data are wall addressed. A commeon plationm
wurther Faciitates demand aggregation of comman llems across State /
Department/ Organisations and resull In aconomies of sealk

3.2 Public koy lnfrastructure (PKD) Implementation

This 5 one of The most critical sscanty features that are required 1o ba
piphemanted 0 order 1o estshlish non-repudiation and 10 MsWe ihe
garurity of the online system., Undar e sysiam, parficipaling comracturs
anid suppliérs, 25 wall as the deparomantal ysers , are Esusd 3 irgital
Signatute Certilicats (DSC) bya icensay Corlifcation Authorty.

3.3 Third Party Audit.
i is recommanded that Me implemanted solution be audited by 2
campatert third pary at-legst once & yowr

Phrough 1 abovi-mientioned steps, ihe complete securty of the system
and the transacisd dats can be ensurad and may be commynicated to alf
conemed ApEnciEs

.




Our Mission :

» To plan, promote and develop hydro as well as other
energy resources from concept o commissioning and
oparate power stations to meet the growmg energy
demand, ensuring environment and ecological balance,
contribuling to national prosperity.

» To accep! Comporate Social Responsibllity {CSR),
including Rehabifitation and Resetfiement of Project
Affected Parsons (PAPs] with a humanface.

» To meet the challenges of dynamically transforming
business environment and setting global benchmarks,

> To build sustainable and value based relationships with
stake holders for mutual benefit and growth,

» To achieve performance excellence by inspinng &
dedicated work force inan environmeant of organisational
learning and mutual trust
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