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Security Audit Clearance Certificate

This is to certify that the Vulnerability Assessment and Penetration Testing (VAPT) of THDCIL’s
website in the staging environment was conducted as per CERT-In auditing guidelines with respect
to the scope of work. This site is free from any known vulnerability as per OWASP and is safe for
hosting.

Audit details:

Auditing Organisation Bharat Electronics Limited, Jalahalli Bangalore-560013

Audit Start Date 20" Jan 2021

Audit End Date 17" Dec 2021

Audit Location Bharat Electronics Limited, Jalahalli Bangalore-560013

Audit Report ID BEL/NWCS/VAPT/THDCILWEB_01, Dated 16" Feb 2021

BEL/NWCS/VAPT/THDCILWEB_02, Dated 30" Oct 2021

. BEL/NWCS/VAPT/THDCILWEB_03, Dated 17" Dec 2021

Target Details:

Target URL https://112.133.202.199, http://210.212.84.178,

Target Hash audithtml.tar:
ead4abd6c7fad14167872cc6550dac16944d118026ccb440189ab360d4bdb5050
httpd.conf:
db299dcb4c9482c6ae6f2cdc040738ae11ab15c34181f140adccd6e29f465d1¢

Production Website URL https://www.thdc.co.in

Observation:

» It was observed during re-audit the reported vulnerabilities were fixed by THDCIL

Conclusion:
e VAPT was conducted on THDCIL's web applications on staging server and all reported
vulnerabilities were fixed.

Recommendation:
e Itis recommended to maintain the website with latest versions and patches as and when
available.
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(HEAD - IT Security Audit) (Authorised Signatory)

Bharat Electronics Limited
(A Govt. of India Enterprise, Ministry of Defence)




